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Obijective: The objective of this study is to identify the substantive nature of trade secrets
and to clarify its impact on the legal rules governing this field, particularly in assessing
the rights and obligations of trade secret holders and third parties.

Method: This research adopts an analytical—critical approach. While considering various
methods used to understand the nature of objects such as examining their effects,
opposites, and underlying foundations the study primarily focuses on the more direct
method of identifying the internal components of trade secrets. Accordingly, the
constitutive elements of trade secrets are analyzed and compared with theories concerning
the substantive nature of legal objects.

Results: The findings indicate that, first, a trade secret refers to any type of information
that, due to the adoption of reasonable protective measures by its holder, is not known to
the public and cannot be readily obtained through lawful means; for this reason, it
possesses independent economic value either actual or potential or competitive value.
Second, although the subject matter protected within the legal regime of trade secrets is
confidential information, the principal basis for protection is the confidentiality of the
information itself, which arises as a result of the adoption of reasonable protective
measures. Third, the attribute of confidentiality reflects an intangible condition indicating
that the information falls within the sphere of individuals’ privacy or fiduciary
relationships and therefore attracts the corresponding forms of legal protection.
Conclusion: Based on the findings, the protection of trade secrets appears to rest less on
intellectual property rights in information and more on the confidentiality created through
reasonable protective measures. Consequently, classifying trade secrets within the domain of
intellectual property is highly questionable, and their nature may be more appropriately
analyzed within the frameworks of privacy protection, fiduciary relationships, and protective
measures.
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Introduction
In the contemporary knowledge-based economy, the creation of added value for firms and the

formation of sustainable competitive advantage rely more than ever on intangible assets. In the
past, physical capital such as land, machinery, and natural resources constituted the most
important sources of economic power for enterprises. However, in an economy driven by
knowledge and technology, the decisive role has shifted toward information, organizational
knowledge, and intellectual innovation. In this context, confidential business information,
technical data, production formulas, managerial methods, marketing strategies, customer lists,
software algorithms, and other forms of organizational knowledge have become assets that
sometimes possess greater value than tangible property. Such information can influence
production processes, distribution systems, and even the structure of competition within an
industry. Consequently, the protection of such information has become one of the principal
concerns of business enterprises (Barzi et al., 2022). In this regard, trade secrets have acquired a
distinctive position in legal systems as one of the most significant forms of valuable economic
information. Trade secrets essentially consist of knowledge or information that generates a
competitive advantage for its holder precisely because it remains confidential. For instance, the
formula for manufacturing a product, a particular method of supply chain management, or even
a database of loyal customers may constitute information that, if disclosed to competitors, would
eliminate a substantial portion of a firm’s commercial advantage (Barzi, 2022). The value of such
information therefore lies precisely in its secrecy; as long as it is not publicly available and
remains inaccessible to competitors, it can serve as a source of profit and economic power for its
holder. Once such information is disclosed, this competitive advantage disappears, and in many
cases its loss is difficult if not impossible to remedy.

Method

This research adopts an analytical—critical approach. While considering various methods used
to understand the nature of objects such as examining their effects, opposites, and underlying
foundations the study primarily focuses on the more direct method of identifying the internal
components of trade secrets. Accordingly, the constitutive elements of trade secrets are analyzed
and compared with theories concerning the substantive nature of legal objects.

Results

The findings indicate that, first, a trade secret refers to any type of information that, due to the
adoption of reasonable protective measures by its holder, is not known to the public and cannot
be readily obtained through lawful means; for this reason, it possesses independent economic
value either actual or potential or competitive value. Second, although the subject matter protected
within the legal regime of trade secrets is confidential information, the principal basis for
protection is the confidentiality of the information itself, which arises as a result of the adoption
of reasonable protective measures. Third, the attribute of confidentiality reflects an intangible
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condition indicating that the information falls within the sphere of individuals’ privacy or
fiduciary relationships and therefore attracts the corresponding forms of legal protection.

Conclusion

Trade secrets cannot be readily classified within the traditional framework of “property,” or
even intellectual property, because this legal institution possesses a multi-layered nature formed
through the combination of information, secrecy, economic value, and protective measures.
Accordingly, the mere existence of information, technical knowledge, or professional expertise
is insufficient for something to qualify as a trade secret. The information must be confidential,
must derive economic value from that confidentiality, and the holder must have taken reasonable
measures to maintain its secrecy.The first element of a trade secret is confidentiality.
Confidentiality does not imply absolute secrecy; rather, it is sufficient that the information is not
generally accessible to the public or to individuals operating within the relevant field. If the
information can be obtained through public sources, professional custom, exhibitions, or digital
environments, it loses its character as a trade secret. Unlike certain forms of intellectual property
such as patents, where disclosure forms part of the logic of protection disclosure in the context of
trade secrets typically results in the loss of protection.

The second element is economic value derived from secrecy. Not every piece of confidential
information constitutes a trade secret. The information must generate a benefit or competitive
advantage for its holder precisely because it remains confidential, whether that advantage is actual
or potential. Its value stems from the fact that competitors do not have access to it, allowing the
holder to exploit the information on an exclusive or quasi exclusive basis. The third element is
the adoption of reasonable and customary protective measures by the holder. Protection of trade
secrets is not automatic; it depends on the active conduct of the holder. If the holder leaves the
information unprotected without classification systems, non disclosure agreements, access
controls, or security policies it becomes difficult to claim legal protection. International
instruments such as TRIPS and NAFTA likewise recognize these three elements as the criteria
for identifying trade secrets. Therefore, the protection of trade secrets does not extend to all forms
of information; rather, it concerns the protection of a controlled and confidential state of
information. For this reason, fully incorporating trade secrets into the traditional concept of
intellectual property presents conceptual difficulties. In this domain, the right of the holder is less
a form of proprietary dominion over an object than a legitimate control over access to information.
Consequently, a person who obtains the information through legitimate means such as
independent discovery or lawful reverse engineering is generally not considered to have infringed
the right.

Accordingly, the principal foundation of trade secret protection should be sought in concepts
such as confidentiality obligations, legitimate reliance, good faith, the prohibition of unfair
competition, and the prevention of information misuse. In Iranian law as well, although a
comprehensive legal regime has not yet been established, the Electronic Commerce Act refers to
the essential elements of trade secrets. With the expansion of the digital economy and the growing
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importance of algorithms, data, software, and business models, the significance of trade secrets
has increased considerably. Ultimately, trade secrets may best be understood as a right to preserve
a state of confidentiality, rather than as a classical proprietary right.
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