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Objective: This study aims to elucidate a framework for criminal liability regarding the
decisions of autonomous artificial intelligence systems in sensitive situations involving
self-defense and the state of necessity. The core issue lies in the inadequacy of traditional
criminal liability models (based on human will and intent) as well as the limitations of
novel approaches, such as foreseeability-based or risk-based liability, in addressing the
complexity and self-learning capabilities of these systems.

Method: The research adopts a descriptive-analytical approach and utilizes a comparative
study of advanced legal systems to analyze this challenge.

Results: The findings indicate that an effective solution requires moving beyond the
"human or machine" dichotomy and adopting a multi-layered liability model. This model
distributes responsibility across three distinct layers: the design and production layer
(involving the moral and warranty liability of the designer), the operation and supervision
layer (involving the precautionary and supervisory liability of the user), and the regulation
and compensation layer (involving the warranty liability of the regulatory body and a
compensation fund). This framework, while managing technological complexity and
emphasizing ultimate human accountability, enables a fair analysis of incidents and
facilitates the adaptation of self-defense and necessity criteria to algorithmic decisions.
Conclusions: Within the context of Iranian criminal law, this research highlights the necessity
of moving beyond the existing "legislative paralysis" and proposes two pathways: the dynamic
interpretation of existing legal institutions (such as liability arising from indirect causation) and
proactive legislation based on the multi-layered model to ensure criminal justice and legal
security. Consequently, the future of criminal law depends on embracing such flexible and
distributed models to safeguard human dignity and the rule of law in the age of autonomous
technologies.
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Introduction
Within the realm of human knowledge, each science explores phenomena based on its unique

paradigm. Law, as a normative and prescriptive discipline, does not merely seek to describe facts,
but rather aims to regulate social relations through principles of "ought" and "ought not." This nature
places law in a distinct position when confronting novel phenomena: on one hand, it requires
insights from empirical and technical sciences to accurately understand complex realities, and on
the other hand, it is obligated to evaluate and formulate norms for those same realities using
standards of justice, equity, and ethics. The emergence of "Artificial Intelligence" (Al), particularly
in the branch of machine learning, has brought this dialectical relationship to an unprecedented
challenge. By creating systems capable of learning, decision-making, and action in complex
environments, Al has impacted the foundational concepts of criminal law. The nature and
consequences of criminal liability for acts originating from the will and intent of an algorithm have
become a central question in contemporary legal literature. This complexity is compounded when
we consider the application of these systems in the most sensitive arenas: emergency situations and
conditions of self-defense. In such contexts, intelligent systems may be compelled to make
decisions requiring the immediate assessment of criteria such as necessity, proportionality, and
imminence criteria that in traditional criminal law have relied on conscious will and human intent.
Furthermore, different machine learning methods significantly influence the degree of predictability
and control over a system's behavior. In supervised learning, the output behavior is largely
predictable, whereas in reinforcement learning or deep learning, the system may, through dynamic
interaction with its environment, learn behaviors or discover patterns that are unexpected even for
its designers. This inherent dynamism and the "black box" characteristic of some complex
architectures make tracing and attributing causality difficult, casting ambiguity upon traditional
foundations of liability.

The existing research literature attests to the serious attention scholars have paid to various
dimensions of this challenge. Domestic studies have focused, on one hand, on the strategic and
defensive functions of Al (e.g., Mostafalassan and Dehestani, 1401 SH; Rostami, 1401 SH;
Ghasemi et al., 1402 SH; Torki, 1403 SH; Hosseinzadeh et al., 1403 SH) and, on the other hand,
on the primary foundations of its civil and criminal liability (e.g., Nooriso, 1404 SH; Zakerinia,
1402 SH). Internationally, discussions range from focusing on the legality of using autonomous
systems in armed conflicts (e.g., Time Report, 2024; Exuis Magazine, 2024; Associated Press, 2023
in the context of warnings about automated weapons alongside analyses by the Lieber Institute,
2025) to examining the possibility of granting legal personality to Al (e.g., research by Al-Hamuri
and Al-Kadi, 2024) and analyzing emerging crimes arising from it (e.g., studies by Panatoni, 2025;
Abdel Aziz, 2025). A similar approach exists in comparative studies (USA, Germany, and the
European Union). However, a clear gap is observed in connecting these two research streams:
formulating a coherent framework for attributing criminal liability, while considering specific
justificatory circumstances (such as self-defense and necessity) in algorithmic autonomous
decisions. The main question is: how can we evaluate the actions of an intelligent system which
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lacks human "will" and "intent" in light of the traditional rules of criminal liability, which are based
on the three pillars of the material element, the mental element (intent), and attributability to a
person? Can concepts like self-defense be virtually attributed to a system's behavior, with ultimate
liability placed on the relevant humans (designer, operator, supervisor), or must we move towards
entirely new models of multi-layered liability or risk-based liability?

Acknowledging this challenge, this article seeks, through a descriptive analytical approach and
utilizing comparative studies, to examine the feasibility and method of attributing criminal liability
to Al system decisions in situations of necessity and self defense. The central hypothesis is that
traditional legal systems alone are incapable of adequately addressing this complexity, and that
adopting a distributed, multi-level model of liability, in which ultimate accountability remains
human-centric, represents a suitable solution for ensuring justice and legal security in the age of
autonomous technologies..

Method
The research adopts a descriptive-analytical approach and utilizes a comparative study of
advanced legal systems to analyze this challenge.

Results

The findings indicate that an effective solution requires moving beyond the "human or machine"
dichotomy and adopting a multi-layered liability model. This model distributes responsibility across
three distinct layers: the design and production layer (involving the moral and warranty liability of
the designer), the operation and supervision layer (involving the precautionary and supervisory
liability of the user), and the regulation and compensation layer (involving the warranty liability of
the regulatory body and a compensation fund). This framework, while managing technological
complexity and emphasizing ultimate human accountability, enables a fair analysis of incidents and
facilitates the adaptation of self-defense and necessity criteria to algorithmic decisions.

Conclusions

This research was formed with the aim of answering the fundamental question: when faced with
potentially harmful decisions by artificial intelligence systems in situations of self-defense and
necessity, what is the appropriate legal and judicial framework for attributing criminal liability and
ensuring justice? The findings revealed that traditional models of criminal liability, which are based
on the triad of "material, mental, and personal elements" and center on the autonomous human
agent, face theoretical and practical dead-ends when confronting the non-human, self-learning
agency of Al. Alternative approaches are also individually incomplete: foreseeability-based liability
grapples with the "black box" problem; strict (risk-based) liability may stifle innovation; and
granting independent legal personality conflicts with the philosophical foundations of criminal law.
Amidst this, the multi-layered liability model emerges as a comprehensive and practical solution.
This model, by moving beyond the unproductive "human or machine" dichotomy, distributes
responsibility along a value chain: from the moral and warranty liability of the designer and
producer regarding the system's intrinsic safety and ethics-based training, to the supervisory and
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precautionary liability of the operator for correct use and intervention in crisis situations, and finally
to the warranty and compensatory liability of regulatory bodies through establishing transparent
frameworks and compensation funds. This model not only can manage technological complexity
but also, by emphasizing ultimate human accountability, maintains its compatibility with the
fundamental principles of criminal law. Moving from theoretical deadlock to a practical solution
based on multi-layered liability in facing algorithmic self-defense and necessity can clarify the
future horizon of using these intelligent systems from the perspective of liability across criminal,
technical, and responsibility aspects. The findings show that the core of traditional criminal liability
theory revolves around concepts that lack objective counterparts in the world of self-learning
algorithms. "Free will" as the basis for choice and "criminal intent" as the moral condition for
punishment undergo a kind of analytical collapse when faced with systems that make decisions
based on probabilistic calculations and optimization of objective functions. The key question is not
whether Al has will, but rather: how can a system whose behavior is the product of a chain of
predefined "if-then" statements or the output of a complex statistical model be the subject of moral
blame and criminal punishment? In a concrete scenario, an automated defense system that identifies
and neutralizes a range of targets based on patterns learned from historical data lacks the "intent to
defend" in the human sense. This action is a calculated reaction, not an ethical choice. Therefore,
attempting to impose traditional frameworks onto this novel phenomenon leads only to hypothetical
and unrealistic attributions or a simple denial of the problem. This void makes the search for
alternative paradigms of liability unavoidable. Examining each of the novel approaches within the
realistic context of self-defense and necessity situations reveals their inherent limitations:

o Foreseeability-based Liability: In entirely novel and unprecedented emergency situations (such
as a combined cyber-physical attack with an unknown pattern), the fundamental criterion of
"foreseeability for a reasonable expert" itself becomes ambiguous. The boundary between an
unforeseeable risk and a foreseeable error in such conditions is unclear.- Strict Liability (Risk-
based): While effective in the fair distribution of the burden of compensation, it lacks the
necessary nuance to distinguish between a criminal act and a justified act. This approach cannot
differentiate between an error arising from a technical defect and a justified action involving
unavoidable collateral damage (e.g., a self-driving car's decision to swerve onto a sidewalk to
save the passengers' lives).

e Independent Legal Personality: This approach is entirely incapable of solving the riddle of the
"competent and beneficiary of defense." A system lacks the instinct for self-preservation,
personal interest, or the ability for ethical reasoning about its own actions. Therefore, how can
one claim it engaged in "self-defense" or defense of another? This incapacity weakens the
foundation of this theory in emergency situations. The multi-layered liability model, by
abandoning the fruitless search for a "single culprit" and focusing on a "distributed network of
causality," enables a more precise and fairer analysis of incidents. This model examines an event
across three interconnected horizons:
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1. The Design and Development Horizon (First Layer - Moral and Warranty Liability): Was the
algorithm trained with biased or incomplete data? Were fundamental ethical values such as the
priority of civilian lives or the principle of proportionality properly embedded in its decision-
making logic? Accountability at this horizon lies with the manufacturer and developer.

2. The Operation and Supervision Horizon (Second Layer - Supervisory and Precautionary
Liability): Was the operator or end-user adequately trained? Did they have the meaningful
opportunity and authority to intervene and override the command at the critical moment? Were
there clear operational protocols for unexpected situations? Responsibility at this horizon rests with
the human operator and supervisor.

3. The Regulation and Compensation Horizon (Third Layer - Warranty and Compensatory
Liability): Had an independent, specialized regulatory body evaluated and approved this system
prior to deployment? Was a swift and fair compensation mechanism for victims, without the need
to prove fault, foreseen? This responsibility falls upon the legislator and regulatory institutions.

Regarding the impact of multi-layered liability, in a hypothetical incident where an automated
medical diagnosis and treatment system, during an emergency caused by a prolonged power outage,
is forced to allocate a limited drug resource to one of two critically ill patients, the multi-layered
model raises the following analytical questions:

At the design layer: On what basis (survival probability, age, social utility) was the objective
function and allocation algorithm of this system configured? Had these bases been reviewed by
medical ethics committees? Accountability at this layer is conditional on the transparency of the
algorithm's ethical foundations (such as the allocation criteria) and obtaining approval from
independent ethics committees. Lack of transparency or design without foreseeing an emergency
stop mechanism entails the fault and civil/criminal liability of the manufacturer.

At the operation layer: Was the responsible nurse or doctor present on-site aware of the incident,
and did they have clear instructions and legal authority to override the system's decision in
exceptional cases? Liability at this level depends on adequate staff training, the existence of
transparent protocols for overriding system decisions, and the real possibility of human
intervention. If hospital management was negligent in training or developing protocols, it is the
primary responsible party. Negligence by aware personnel also creates direct liability.

At the regulatory layer: Was the hospital obligated to have a backup power source with
sufficient capacity? Had the health regulatory institution developed mandatory standards for
autonomous medical systems in crisis conditions? The responsibility of regulatory institutions lies
in developing mandatory standards (e.g., requiring backup power), granting conditional licenses
after evaluation, and continuous post-deployment oversight. Negligence in these duties can
establish the liability of the regulatory body.

Ultimately, it must be said that the Al challenge in criminal law is a structural and paradigmatic
challenge, not a simple exceptional case. The multi-layered liability model, by accepting this reality,
focuses on empowering and holding the entire value chain accountable rather than finding a single
culprit. For Iran's legal system, adopting this model is not about choosing a foreign template, but an
endogenous strategic necessity to enable it, while preserving its own dogmatic principles, to provide
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a just, practical, and preventative response to one of the most complex legal issues of the present
era. This analysis provides a solid theoretical foundation for the objective, layered policy proposals
presented in the conclusion section. However, applying this framework within Iran's legal system,
especially in the sensitive domains of self-defense and necessity, requires urgent legislative and
jurisprudential rethinking. Articles 156 and 159 of the Islamic Penal Code and other related
regulations were drafted based on the presumption of a "human agent," and there is a clear gap
regarding autonomous algorithmic decisions. This gap can lead to injustice, legal insecurity, and
evasion of responsibility.

The transition from a human-based society to a human-machine society is not possible by relying
solely on yesterday's rules. This research showed that the future of criminal law depends on
accepting flexible, distributed, and interdisciplinary models like multi-layered liability. Achieving
this 1s not a choice, but an urgent necessity to protect human dignity, uphold the rule of law, and
ensure national security in the age of autonomous technologies. The actions of the legislator and
policymaker today will determine how history answers the question of "justice in the age of artificial
intelligence."
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