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institutions, and utilizing preventive technologies and digital tracking should be considered as

of committing a crime and improve the likelihood of detection, reduce the motivation of
criminals, and protect the rights of citizens and the stability of the financial system.
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1. Introduction

Money, as a fundamental tool for facilitating economic exchange, has a history as long as
human civilization itself. Its evolution from valuable commodities and metal coins to gold-
backed banknotes and, finally, fiat currency reflects the development of monetary systems at
national and international levels. Following the collapse of the Bretton Woods system in the
1970s and the establishment of fiat money, the current monetary structure was solidified in
most countries. While this system expanded global trade and economic capacity, its inherently
inflationary nature and regulatory mismanagement have led to numerous economic crises, the
burden of which has fallen disproportionately on the middle and lower classes. The 2008
financial crisis and the emergence of the novel technology "Bitcoin" as a decentralized payment
system marked a turning point, starkly revealing the urgent need to re-evaluate existing legal
frameworks. Virtual currencies, due to their unique characteristics, not only facilitate
transactions but also create a potent environment for emerging crimes such as forgery and fraud.
These crimes are intensified by a lack of transparency, the absence of centralized oversight, and
challenges in identity verification and judicial pursuit. This paper examines these challenges
and proposes a regulatory framework grounded in rational digital deterrence.

1.2. Research Questions

This article seeks to address the following primary questions:

What are the fundamental legal and technical characteristics of virtual currencies that enable
crimes like forgery and fraud?

What are the substantive and procedural challenges that virtual currency crimes pose for
domestic and international legal systems, particularly Iran's?

How can a "Rational Digital Deterrence” theory, based on rational choice theory, inform
effective criminal policy and novel preventive approaches to combat these crimes?

3. Literature Review

The literature on virtual currencies spans legal, economic, and criminological fields. Scholars
have explored the legal nature of cryptocurrencies, classifying them as intangible property or
digital assets rather than official currency in the absence of state recognition. Existing research
highlights the regulatory dichotomy among nations, with approaches ranging from prescriptive
(e.g., Japan) to prohibitive (e.g., China). Criminological studies apply theories like Rational
Choice, Spatial Transfer, and Neutralization Techniques to explain criminal behavior in this
domain. Previous works have documented the modus operandi of crimes such as Ponzi
schemes, phishing, and the creation of fake tokens, emphasizing the challenges of anonymity
and cross-border transactions. This article builds upon this foundation by synthesizing these
perspectives and proposing the integrated theory of "Rational Digital Deterrence™ to address
the unique calculous of crime in the blockchain environment.

4. Methodology

This research employs a descriptive-analytical method. It relies on the analysis of primary
sources, including Iranian laws, banking regulations, and international standards such as the
FATF recommendations. Furthermore, it conducts a comparative review of the legal
approaches adopted by various countries (e.g., South Korea, the United States, and the
European Union). The study also integrates criminological theories to analyze the causes and
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patterns of forgery and fraud in the virtual currency space, leading to the development of a
novel theoretical framework for prevention.

5. Results

The analysis reveals several key findings:

The decentralized, anonymous, and cross-border nature of virtual currencies creates significant
substantive and procedural legal challenges, making it difficult to apply traditional laws on
forgery and fraud.

Iran's current legal framework suffers from ambiguities and gaps, lacking specific
criminalization and clear procedures for investigating and prosecuting virtual currency-related
crimes.

From a criminological perspective, offenders operate based on a rational calculation where the
potential for high profit and a low risk of discovery makes these crimes attractive.

6. Conclusion

The proliferation of virtual currencies presents a dual reality: they offer significant economic
opportunities while simultaneously enabling sophisticated crimes like forgery and fraud. To
effectively counter these threats, a multi-faceted approach is essential. This article concludes
that Iran must move beyond absolute prohibition towards a comprehensive regulatory strategy.
This strategy should be guided by the theory of "Rational Digital Deterrence,” which aims to
disrupt the criminal's cost-benefit calculus by increasing the costs of crime (through stricter
penalties and transparent regulations) and the probability of detection (via digital tracking
technologies and enhanced international judicial cooperation). Furthermore, the adoption of
novel preventive measures—including smart contracts, biometric authentication, Al-driven
analytics, and public education—is critical. Ultimately, a flexible, technology-informed, and
internationally harmonized legal framework is the most viable path to securing the digital
financial space, protecting users, and fostering sustainable innovation in the cryptocurrency
industry.
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